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1. Introduction
The AllTraIn project is funded by the European Commission – DG General Home Affairs under the
Prevention, Preparedness and Consequence Management of Terrorism and other Security-related Risks
Program (CIPS). During the two-year course of the project, several work package reports will be issued,
including the present report on WP4 – Approach for Assessment.

Background & work-package structure
The project AllTraIn is divided into 7 work packages:
-

WP1 – State of the Art
WP2 – Threats
WP3 – Important Infrastructure
WP4 – Approach for Assessment
WP5 – All-Hazard Guide for Transport Infrastructure
WP6 – Demonstration & Validation
WP7 – Monitoring & Dissemination

Figure 1 illustrates the work-package structure of the AllTraIn project.

Figure 1 – Work-package structure AllTraIn
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Work Package 1 identifies the state of the art regarding security research. Focus is given to already
exsiting methodologies and approaches which could potentially be used or adapted within the AllTraIn
project. Work Package 2 deals with the identification of all possible hazards to transport infrastructures.
These include (but are not limited to) man-made hazards (intentional and unintentional) as well as
natural hazards. The outcome is a substantial list of possible hazards which are potentially relevant for
transport infrastructure. Work Package 3 aims to identify and develop criteria for the identification of
relevant infrastructure types and sub-types that can play a role in terms of susceptibility to different
hazards. Work Package 4 develops a methodological approach for the assessment of hazards and assets,
combining the information of the previous work packages. Work Package 5 aims to develop a practicable
and user-friendly all-hazard guide for transport infrastructure, which is demonstrated and validated in
Work Package 6. Work Package 7 deals with the dissemination and management activities within the
project.

Objectives and structure of WP4
The central objective of WP4 is defined by the dual-entrance approach, i.e. the core concept of AllTraIn:

HAZARDS
HUMAN

NATURAL

asset X

hazard X1…Xn

0

hazard Y

BRIDGES

TUNNELS

asset Y1…Yn

EMBANKMENTS

CUTS

ASSETS
Figure 2 – The AllTraIn concept (dual-entrance approach)

WP4 deals with the assessment model, i.e. the “black box” at the centre of Figure 2. According to the
dual-entrance approach, the assessment model shall allow the end user to
•

Enter a piece of infrastructure and receive information about relevant hazards (first entrance)
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•

Enter a specific hazard and receive information about specifically susceptible types of
infrastructure (second entrance)

Thus, the challenge to be met by WP4 is linking hazards (WP2) to infrastructures (WP3) in a meaningful
way, i.e. in a manner that represents reality in a reasonable way and adds value to infrastructure
operators. In order to meet this objective, a number of successive steps are required:
•
•

•

•

The first step is to establish a general understanding of how hazards, impacts and damages are
causally linked to each other (Chapter 3).
The number of possible combinations between hazards, infrastructure sub-types and various
preconditions is vast. Thus, the next and crucial step is to find an appropriate strategy for
establishing an assessment tool that can accommodate the complexity of this interplay while
limiting the number of redundant and irrelevant combinations as far as possible. Chapter 4 is
dedicated to identifying an appropriate model, while Chapter 5 deals with implementing the
selected model, i.e. populating the model with factual information.
Once the model has been established and informed, the next challenge lies in making the
knowledge contained in the model accessible to the end user, i.e. road and rail infrastructure
operators throughout Europe. To this ends, a software tool is required, enabling the user to
extract information on relevant hazards for a given piece of infrastructure (first entrance of the
dual-entrance approach, Chapter 6).
The second entrance of the dual-entrance approach is selecting a specific hazard in order to
obtain information on specifically susceptible types of infrastructure. In order to make this
entrance accessible to the end-user, hazard fact sheets need to be defined for each hazard, again
based on the assessment model (Chapter 7).

Scope of WP4
The scope of WP4 is pre-defined by
•
•
•

The core-concept of AllTraIn, i.e. the dual-entrance approach
The hazard list defined in WP2
The list of relevant infrastructure sub-types defined in WP3
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Basic concepts
Table 1 defines a number of concepts relevant for the approach for assessment described in this report.
Table 1 – Definition of basic concepts

Term

Definition

Asset

A relevant infrastructure element or section

Hazard

A potential event which can compromise the security and/or availability
of traffic infrastructure assets

Initial event

Top-level hazard events, defined as: Human actions, failure of manmade items, meteorological events, geophysical events, other top-level
events

Local phenomenon

Lower-level hazard events evolving at the asset location

Impact

The way in which a hazard acts against a given asset (e.g. water height,
applied forces)

Structural impact

Additional static or dynamic load on the infrastructure and/or a
reduction of the structural resistance

Operational impact

Reduced functionality of traffic infrastructure equipment

Obstruction

Presence of volumes within the cross section

Vulnerability

The characteristics and circumstances of […] an asset that makes it
susceptible to the damaging effects of a hazard (UNISDR)

Local consequence

The unwanted condition of an asset inflicted by an impact, expressed as
physical damage or disruption (out-of-service state). Quantified in terms
of repair cost and disruption time:
Local consequence = Exposed value × Vulnerability

Global consequence

Consequences from the perspective of owner, operator and society.
Quantified in terms of repair cost, loss of revenues and detour cost.
Depends e.g. on the number of affected users and the network
configuration.

Criticality

The relevance of an infrastructure element or section for the availability
of a traffic infrastructure network

Safety

The protection of transport infrastructure against unintentional events
such as accidents, covered by relevant standards (SecMan)

Security

The preparedness, prevention and preservation of a transport
infrastructure against exceptional man-made and natural hazards

Uncertainty

Indeterminacy of some of the elements that characterize a situation or
of the outcomes of a process, due to limited or lacking knowledge
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(epistemic reducible uncertainty) or due to the intrinsic or natural
variability of a process (aleatory and irreducible uncertainty)
Frequency

The number of times a specified event occurs within a specified interval,
e.g. accidents per year (PIARC)

Return period

1/Frequency, i.e. the expected number of time units between two
occurrences of an event

Probability

Likelihood that an event may occur, expressed as a number between 0
and 1 (PIARC)

Risk

The combination of the likelihood of an event and its negative
consequences (based on UNISDR)
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The sequence chain: The logical backbone
of AllTraIn
Purpose and structure of the sequence chain
The prime purpose of the sequence chain is to establish a general framework for linking hazards to
infrastructure elements (assets). In order to achieve this gaol, it is necessary to introduce a set of global
concepts and the link between these concepts.

Initial event

METHODOLOGICAL
APPROCH

SEQUENCE
CHAIN

HAZARD
…

Local
phenomenon

ASSET
Impact

Vulnerability V

Exposed
Value E

Local
consequence

STAKEHOLDERS

Global
consequence

Local
consequence
=E×V

Figure 3 – The sequence chain and the undelying methodological approach

Figure 3 introduces the sequence chain forming the logical backbone of AllTraIn:
•

•

An initial hazard event (e.g. rain) causes a local hazard phenomenon (e.g. a debris flow). The
causal link can be direct (rain causes debris flow) or indirect. The latter case is symbolised by the
grey box with dashed contours in the figure. In principle, there can be multiple intermediate
steps. However, the AllTraIn approach is to focus on the initial cause and its final, local result
evolving next to the asset at stake. In some cases, initial event and local phenomenon can even
be identical.
The next step links the local phenomenon (the way in which the hazard materialises next to the
asset) to the impact (the way in which the hazard acts against the asset). If the local phenomenon
is debris flow – in order to stick with the same example – the impact would be obstruction,
structural impact or operational impact (compare Section 3.4 for definitions).
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•

•

While impact refers to the phenomena acting against the structure, it says nothing about the
consequences. Whether there are any consequences – and to what degree – depends on the
vulnerability exposed value of the asset. The model focusses on local consequences, i.e. the
damage inflicted directly and locally to the asset. They include repair and reconstruction costs as
well as out-of-service time of the specific asset at stake.
Local consequences can lead to global consequences, i.e. reduced capacity of the transport
network causing travel delay costs and loss of toll revenues. Global consequences are displayed in
the sequence chain for the sake of completeness, but no not enter the project scope of AllTraIn.

In the lower part of Figure 3, the methodological approach linking impact to local consequence is
displayed. However, the focus is on the upper part, i.e. the sequence chain, which ties the main concepts
together. The methodological approach as well as other detailed considerations is part of the actual
assessment developed in Chapters 4 and 5.
Figure 4 adds the definitions provided in Chapter 2 next to the sequence chain elements in order to
provide an overview.

HAZARD
Initial event

Top-level hazard
events, defined as:
Human actions, failure
of man-made items,
meteorological events,
geophysical events,
biological events

…

ASSET

Local
phenomenon

Lower-level hazard
events evolving at the
asset location

Impact

The way in which a
hazard acts against a
given asset (e.g. water
height, applied forces)

Local
consequence

The unwanted
condition of an
asset inflicted by an
impact, expressed
as physical damage
or disruption.

STAKEHOLDERS

Global
consequence

Consequences from
the perspective of
owner, operator and
society. Quantified in
terms of repair cost,
loss of revenues and
detour cost.

Figure 4 – Sequence chain: Definitions

Figure 5 illustrates the debris flow example mentioned above.
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HAZARD
Initial event

…

ASSET

Local
phenomenon

Impact

Local
consequence

Debris
flow

Global
consequence

Loss of
revenue,
travel delays

Mechanical
force against
embankment

Heavy
rain

STAKEHOLDERS

Road/railroad
disrupted

Figure 5 – Sequence chain: Example

In the remainder of the chapter, the individual elements of the sequence chain are described in detail.

Initial events
As defined in Chapter 2, initial events are top-level events including
•
•
•
•
•

Human actions
Failure of man-made items
Meteorological events
Geophysical events
Other top-level events (biological events, geomagnetic storms etc.)

Each of these events can be broken down into more specific elements; as an example, meteorological
events can be broken down into cold and warm fronts, cyclonic storms, local wind systems, rain, snow
hail, icing etc. However, as this example list is already indicating, it can be difficult to completely separate
these phenomena from each other (rain can e.g. be the follow-up event of a cold front etc.). Fortunately,
it is not even necessary to untangle these interdependencies, since the methodological centre piece of
the model is local hazard phenomena and their impacts on hazards rather than their sometimes remote
root causes.
To add to it, many local phenomena are not triggered by one single root cause, but rather by a
combination of pre-conditions. These pre-conditions depend on the specific local phenomenon at stake.
This matter can first be discussed in Chapters 4 and 5, i.e. after the establishment of the list of local
phenomena (Section 3.3).
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Local phenomena
When breaking the array of possible local hazard phenomena down into a list, a major difference can be
made between man-made hazards and natural hazards.
Table 2 presents the AllTraIn list of man-made hazards, divided into hazards due to intentional and
unintentional action, respectively. Many hazards can be the consequence of intentional as well as
unintentional action (e.g. fire). The scope of AllTraIn is limited to security issues as defined in Chapter 2
(exceptional man-made and natural hazards). Thus, ordinary vehicle accidents are not regarded.
However, ramming (intentional) and the threat posed by excessive vehicle height or weight are
exceptional hazards that are not covered by design codes.
Table 3 introduces the AllTraIn list of natural hazards. The hazard category indicated in the left column is
based on the conventions applied within natural hazards research. Hazard categories are not congruent
with the concept of initial events defined above. Avalanches, as an example, are categorised as
gravitational hazards. Gravitation, however, is not the trigger or initial event or trigger in the sense of the
sequence chain.
As indicated above in Section 3.2 (Initial events), many local phenomena are not triggered by a single
initial event, but rather by a number of pre-conditions. Thus, a local phenomenon can have both manmade and natural components at the same time, e.g. in case of a dam rupture. In this specific case, it is
decided to treat dam rupture in a similar way as other outburst floods for the sake of methodological
simplicity (i.e. as a natural hazard).
Table 2 – List of local phenomena: Man-made hazards

Type of action

Local phenomenon

Only intentional

Ramming
Sabotage
Theft

Only unintentional

Excessive vehicle height
Excessive vehicle weight

Intentional/unintentional

Blockade
Fire
Explosion
Hazardous release
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Table 3 – List of local phenomena: Natural hazards

Hazard category

Local phenomenon

Meteorological hazards

Extreme wind

Lightning

Extreme rainfall

Sandstorm

Extreme snowfall

Fog

Snow drift

Hail

Sand drift

Extreme high temperatures

Storm surge

Extreme low temperatures

Icing

Geophysical hazards

Earthquake

Tsunami

Ground deformation/displacement

Lava flow

Ground subsidence

Lahar

Soil liquefaction

Ash cloud

Sinkhole

Gravitational hazards

Avalanche

Rock fall

Debris flow

Rock collapse

Shallow landslides

Cliff fall

Deep-seated landslides

Hydrological hazards

River flood and lake overflow

Groundwater flood

Flash flood

Outburst flood

Urban flood

Other hazards
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Blackout

Wildfire

Rodents

Geomagnetic storm
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Impacts
Impacts are defined as the way in which a hazard acts against a given asset (compare Chapter 2). Manmade and natural hazards can act in three different ways, i.e. as
•
•
•

Structural impact
Obstruction
Operational impact

Structural impact is defined as an additional static or dynamic load on the infrastructure and/or a
reduction of the structural resistance. The latter case refers e.g. to erosion affecting the foundation
during a flood or to the loss of tensile strength of steel and spalling of concrete during a fire.
Obstruction denotes the presence of volumes within the traffic cross section. The very general term
“volume” has been chosen deliberately, since obstruction can consist of solids (e.g. mud, debris), liquids
(e.g. water) as well as gaseous substances (e.g. thick smoke, hot and/or toxic gases).
Operational impact refers to a reduced functionality of traffic infrastructure equipment. Typical examples
include tunnel equipment (supervision, ventilation, escape routes) as well as railway signalling and power
systems.
It depends on the vulnerability of the asset at stake whether and to what degree a specific impact leads
to consequences. Local and global consequences are the subject of the following two Sections 3.5 and
3.6.

Local consequences
Local consequences are defined as the unwanted condition of an asset inflicted by an impact, expressed
as physical damage or disruption (out-of-service state). They are quantified in terms of repair cost and
disruption time (out-of-service time).
For practical purposes, the AllTraIn model focuses on out-of-service time only due to the following
considerations:
•
•
•

Out-of-service time is easier to estimate than repair and reconstruction costs
Out-of-service time is less dependent on factors like scale (i.e. length of the affected element)
and country (differing labour costs)
In most cases, there is a correlation between out-of-service time and repair and reconstruction
costs, i.e. out-of-service time is a suitable to represent local consequences as a whole

Global consequences
As discussed earlier, global consequences are not part of the project scope, but need to be mentioned for
the sake of completeness. They are defined as consequences arising from the perspective of owner,
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operator and society and are quantified in terms of repair cost, loss of revenues and detour cost. Since
global consequence depend on the number of affected users and the network configuration, it is a
complex task of its own to estimate their extent based on a given set of local consequences.

Protective measures
In the assessment model described in Chapter 4 and 5, existing protective measures are among the
boundary conditions entering the model. However, the scope of AllTraIn does encompass the assessment
of additional protective measures.
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Strategies for generating and informing an
assessment model
From an end-user perspective (front-end), the AllTraIn model is a black box that can identify relevant
hazards for a given piece of infrastructure and – vice versa – that can identify types of infrastructure
susceptible to a given hazard (compare Figure 2).
From a back-end perspective, this requires linking the hazards (local phenomena) listed in Table 2 and
Table 3 to the infrastructure types defined in Work Package 3. Considering the multitude of infrastructure
characteristics, the number of potential combinations can be very large. In order to generate the
assessment model, it is necessary to identify the relevant combinations in an efficient way. Efficiency is
essential in the light of the following work step, where each hazard-infrastructure combination is
informed with expert knowledge on possible impacts and consequences.
At the early stages of WP4, two possible strategies for generating and informing the assessment model
were identified and discussed. They can be described as
•
•

matrix approach, and
adaptive approach,

respectively.

The matrix approach
The basic idea of the matrix approach is to take the infrastructure structural factors and other factors
defined in WP3 as a starting point and to combine each resulting sub-division with each hazard. As an
example, the sub-division bridge  beam bridge  hollow cross section  steel  deep foundations 
soft soil  crossing a river with ship traffic  bridge used for railway  electrified would have to be
combined with each local phenomenon from Table 2 and Table 3.
Apparently, such an approach would generate a huge matrix; adding information on impacts and local
consequences to each cell of the matrix would require extensive efforts. Due to the large number of very
similar combinations, many cells would contain redundant information, while another large group of cells
would be completely empty.
Due to the shortcomings of the matrix approach, it was decided to use a more flexible approach that can
limit the number of possible hazard-infrastructure combinations to the necessary amount while being
able to accommodate complex expert knowledge on specific hazard-infrastructure combinations.
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The adaptive approach (hazard-tree approach)
Unlike the matrix approach, the adaptive approach uses the hazards (local phenomena) from Table 2 and
Table 3 as a starting point. The key advantage of this approach is that assets (infrastructure elements) are
only sub-divided according to structural factors and other factors that are relevant for the specific local
phenomenon at question. As an example, dividing a rail embankment into electrified/non-electrified is
highly relevant if the local phenomenon is icing, but less relevant if it is snow drift. This approach can
accommodate a discretionary level of detail, while at the same time helping to avoid redundant and void
information.
Figure 6 provides a template for generating and informing the assessment model for a given local
phenomenon: Precursors of the local phenomenon (disposition criteria, triggers, protective measures)
are placed on the left, follow-up events and structural factors on the right. Precursors can split up into
further precursors, follow-up events into further follow-up events. In principle, this approach corresponds
to a combined fault-tree and event-tree analysis (FTA/ETA). However, the right hand side of the AllTraIn
approach displayed in Figure 6 is not an event-tree in the strict sense, since the bifurcations are not based
on purely on events but rather on a mixture of structural factors and events. In context of AllTraIn, the
term hazard tree is introduced in order to denote the described approach.

Condition B
fulfilled

Impact
type X

Out-of-service
time = N1

Condition B
not fulfilled

Impact
type Y

Out-of-service
time = N2

Impact
type Z

Out-of-service
time = N3

Condition A
fulfilled
Embankment

Precondition 1

Condition A
not fulfilled
Precondition 2

Protective
measures

Hazard

Asset type
Bridge

…
…

Figure 6 – General layout of a hazard tree
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Implementation of the hazard-tree
approach: Feeding the model with knowledge
Despite of the adaptiveness of the hazard-tree approach which reduces unnecessary and redundant
work-steps to the utmost degree, generating 49 trees and feeding them with expert knowledge remains a
substantial task.
This chapter presents two hazard trees in detail, referring to a man-made and a natural hazard type,
respectively. The complete set of hazard trees is provided in Appendix A.

Ramming: Example of a man-made hazard
Figure 7 and Figure 8 depict the two halves of the event tree on ramming. Ramming is an intentional
action, thus the primary precursor is attractiveness, followed by a combination of feasibility conditions
that all need to be met in order to carry out a successful attack. If all these apply and ramming actually
occurs, there are a number of conditions determining the impact and consequences. The first bifurcation
relates to the asset type affected.
In Figure 8, the four asset types defined in WP3 are included, i.e. cuts, embankments, bridges and
tunnels. Impacts against centralised systems are equally considered but not displayed in the example
tree. In the case of the asset type “bridge”, a number of additional conditions are defined, concerning the
geometrical arrangement of the structure as well as the traffic mode (road/rail) and relevant equipment
(rail: catenary). In a final step, the impacts are related to potential consequences. As discussed in Section
3.5, consequences are quantified in terms of out-of-service time. For a generally applicable approach like
the AllTraIn approach, it is often impossible to indicate a precise duration. In the affected cases, a
duration range is used instead, i.e. a likely upper and lower boundary for the time required for reestablishing normal traffic operation.
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Figure 7 - Ramming: Precursors (left-hand side of the hazard tree)
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Figure 8 – Ramming: Impacts and consequences (right-hand side of the hazard tree)

Debris flow: Example of a natural hazard
As with the example of ramming described above, Figure 9 and Figure 10 depict the hazard tree on debris
flow. As initial step, a number of disposition criteria are introduced. If these are fulfilled, a trigger is
required in order to release the potential for a debris flow and cause an actual event. The triggers
mentioned in Figure 9 are can be seen as “initial events” according to the sequence chain introduced in
Chapter 3.
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The right-hand side of the event tree (Figure 10) resembles that of the first example on ramming; as a
matter of course, the structural criteria differ. In the case of debris flow, they refer e.g. to the position of
asset components relative to the trajectory path of a potential debris flow. Consequences (out-of-service
time) equally follow the same principle as in the previous example.

Figure 9 – Debris flow: Precursors (left-hand side of the hazard tree)

Figure 10 – Debris flow: Impacts and consequences (right-hand side of the hazard tree)
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The AllTraIn software tool: Putting the
model to work
The hazard trees described in the previous chapter contain the information that is necessary for
identifying the relevant hazards and consequences for a given piece of infrastructure (first entrance of
the AllTraIn dual-entrance concept). The AllTraIn software tool makes the contained knowledge
accessible for the end user.
In general terms, it can be said that the hazard trees are developed from the centre (hazard) towards the
branches (precursors and follow-up events/structural factors). The software tool enables the user to go
the opposite way, i.e.
•
•

selecting a set of structural factors and follow-up events
selecting a set of hazard precursors (disposition criteria, triggers, protective measures)

and receiving information on possible hazards, but also on expected consequences. With a large number
of hazard trees to be processed each time the user selects a new combination structural factors and
hazard precursors, this process is not trivial.

Description of the software tool
The AllTraIn software tool is a wizard-like recommender mechanism which links assets to relevant
hazards. Recommender mechanisms are software tools and techniques providing suggestions for items to
be of use to a user (Ricci et. al.). In civil engineering their use is increasing (Mallick et. al., Di Mauro et. al.).
The main reason is that their users benefit both in terms of time and cost by making more accurate
decisions with respect to available domain knowledge.
The software tool consists of two parts: The first part is an ontology-driven decision-tree learning
algorithm which was trained by the resulting ontologies and data included in the hazard trees and the
second part specifies the intrinsic parameters. The user defines the traffic infrastructure, the acceptable
impacts, the environmental formations and conditions which can trigger hazards and the acceptable
recovering time.
The software is written in HTML5 technologies in order to make the content accessible by any desktop or
mobile device, with no installation or compilation necessary on the target device. HTML5 also to offers a
better user experience with a richer design.
The front end guides the user to develop a feature vector via a wizard-like system by submitting the
corresponding characteristics of the asset at stake. For the back end, two machine learning decision-tree
algorithms were trained using product of AllTraIn translated into machine-readable dictionaries. The
machine learning algorithms then eliminate hazards that cannot be classified according to the feature
vector produced by the user.
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The first algorithm was trained using the characteristics of assets (infrastructure elements). Type of
infrastructure and various structural factors and other factors and are necessary in order to eliminate
hazards that cannot affect a particular type of infrastructure. The visualised structural factors are also
affected by the user-defined infrastructure (feature vector), i.e. in terms of whether they are able to
affect the elimination of a hazard.
The second decision-tree algorithm was trained based on critical combinations between different
environmental factors and whether they are able to eliminate a hazard. As an example, a steep slope and
the absence of a protection forest are critical for an avalanche.
The final visualized hazards are generated by merging the two resulting hazard lists.
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Hazard fact sheets: A work of reference for
AllTraIn users
The second task of the dual-entrance approach of AllTraIn is to identify all characteristics that make an
asset susceptible to a given type of local hazard phenomenon (second entrance of the AllTraIn dualentrance concept).
As opposed to the first entrance (all hazards for a given asset), the second entrance is not made
accessible to the user in terms of a software, but by providing fact sheets.
These fact sheets give an overview of
•
•
•
•
•

the general phenomenology (description)
the disposition criteria of the hazard
the internal thresholds (triggering) or external triggers
the relevance for different types of infrastructure
possible protection measures

Keeping with the examples introduced in Chapter 5, Figure 11 presents the fact sheet for ramming, while
Figure 12 presents that for debris flow.
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Figure 11 – Ramming: Fact sheet
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Figure 12 – Debris flow: Fact sheet
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