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Executive Summary
The provision of security for its population is one of the most important tasks of a government. The
relevant authorities continuously have to adapt to the ever-changing global environment and shifting
paradigms influencing security. In particular, the increased cross-linkage between different societal
sectors, dense infrastructure networks and the urbanization of the population have fostered the
dependence on a reliable, safe and secure transport infrastructure network. An impairment, disturbance
or failure of the former would have a substantial impact on the (nation-) state, the economy and major
parts of the population.
The project AllTraIn aims to contribute to the development of a secure, effective and functional transport
network across Europe by identifying and assessing all possible threats to transport infrastructures. By
considering road and rail structures, as well as multi-modal transport hubs, the project accounts for the
interconnectiveness of transport across Europe. Furthermore, the final assessment of transport
infrastructure regarding various threats will be compiled into a guide for owners and operators of
transport networks in order to enable them to obtain a indication on which of their infrastructures might
potentially be susceptible to a specific threat and which specific threat might potentially have the biggest
impact on their diverse structures.
The following report discusses the developments in Work Package 1 of the project AllTraIn. Work Package
1 identifies the state-of-the-art regarding transport security research. Chapter 1 of this report identifies
the scope and objective of the project as well as the present work package. Chapter 2 discusses the
methodology used to obtain the most relevant projects and literature for the project AllTraIn. Chapter 3
and 4 present the most relevant projects and literature in a short summary. Chapter 5 summarizes the
findings of Work Package 1.
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Definitions
Term

Definition
A relevant infrastructure element or section
Asset
A potential event which can compromise the
Hazard
security and/or availability of traffic infrastructure
assets
Top-level hazard events, defined as: Human actions,
Initial event
failure of man-made items, meteorological events,
geophysical events
Lower-level hazard events evolving at the asset
Local
phenomenon
location
The way in which a hazard acts against a given asset
Impact
(e.g. water height, applied forces)
Defines the value of the infrastructure, in terms of
Exposed value
replacement cost and time, which is subject to the
impacts of the local phenomenon. It depends only
on the asset characteristics.
The characteristics and circumstances of […] an
Vulnerability
asset that makes it susceptible to the damaging
effects of a hazard.
Local consequence The unwanted condition of an asset inflicted by an
impact, expressed as physical damage or disruption
(out-of-service time). Quantified in terms of repair
cost and disruption time:
Local consequence = Exposed value × Vulnerability
Consequences from the perspective of owner,
Global
consequence
operator and society. Quantified in terms of repair
cost, loss of revenues and detour cost. Depends e.g.
on the number of affected users and the network
configuration.
The relevance of an infrastructure element or
Criticality
section for the availability of a traffic infrastructure
network
The protection of transport infrastructure against
Safety
unintentional events such as accidents, covered by
relevant standards
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Source
AllTraIn
AllTraIn

AllTraIn
AllTraIn
AllTraIn
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UNISDR
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AllTraIn
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Security

Uncertainty

Likelihood

Frequency
Return period
Probability
Risk
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The preparedness, prevention and preservation of a
transport infrastructure against exceptional manmade and natural hazards
Indeterminacy of some of the elements that
characterize a situation or of the outcomes of a
process, due to limited or lacking knowledge
(epistemic reducible uncertainty) or due to the
intrinsic or natural variability of a process (aleatory
and irreducible uncertainty)
Qualitative description of the uncertainty of the
occurrence of an event. Can be quantified as
frequency or probability.
The number of times a specified event occurs within
a specified interval (e.g. accidents per year)
1/Frequency, i.e. the expected number of time units
between two occurrences of an event
Likelihood that an event may occur, expressed as a
number between 0 and 1.
The combination of the likelihood of an event and
its negative consequences.

AllTraIn

AllTraIn

AllTraIn
PIARC
AllTraIn
PIARC
Based on UNISDR
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1. Introduction
The project AllTraIn is funded by the European Commission – DG General Home Affairs under the
Prevention, Preparedness and Consequence Management of Terrorism and other Security-related Risks
Program (CIPS). During the two year course of the project, several work package reports will be issued,
the first of which concerns WP1 – State of the Art.

1.1 Background & Workpackage Structure
The project AllTraIn is divided into 7 Work Packages:
-

WP1 – State of the Art
WP2 – Threats
WP3 – Important Infrastructure
WP4 – Approach for Assessment
WP5 – All-Hazard Guide for Transport Infrastructure
WP6 – Demonstration & Validation
WP7 – Monitoring & Dissemination

Image 1 depicts the Work Package structure of the project AllTraIn.

Image 1 - Work Package Structure AllTraIn
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Work Package 1 identifies the State-of-the-Art regarding security research. Focus is given to already
exsiting methodologies and approaches which could potentially be used or adapted within the project
AllTraIn. Work Package 2 deals with the identification of all possible hazards to transport infrastructures.
These include (but are not limited to) man made hazard (intentional and unintentional), extreme weather
events and geo-hazards. The outcome is a substantial list of possible hazards which are potentially
relevant for transport infrastructure. Work Package 3 aims to identify and develop criteria for the
identification of important infrastructure associated to threat vulnerability. Work Package 4 develops a
methodological approach for the assessment of threats and structures, combining the information of the
previous Work Packages. Work Package 5 aims to develop a practicable and user-friendly all-hazard guide
for transport infrastructure, which is demonstrated and validated in Work Package 6. Work Package 7
deals with the dissemination and management activities within the project.

1.2 Objectives of WP 1
As mentioned above, the main objective of the first work package is to identify the state of the art with
regard to security research concerning transport infrastructure. The goal is to obtain a comprehensive
overview on contemporary research findings and their relevance for the project AllTraIn.
-

Existing project and literature analysis
Relevance assessment & extraction of findings
Fact-Sheets of the relevant sources

This document reports on the findings of the above mentioned goals and serves as a basis for further
work packages within the project AllTraIn.

1.3 Scope of WP 1
Work package 1 is concerned with national and international projects and literature concerning the
security of transport infrastructures. Furthermore, the focus lies on all kinds of hazards. Hence, natural
disasters, like weather extremes or earthquakes, as well as man-made intentional and unintentional and
geo hazards are considered. Concerning projects, the major national and international research projects
SKRIBT and SeRoN are identified as most promising in terms of the extraction and application of results
onto the present project AllTraIn. The identification of threats towards infrastructures and the
subsequent development of scenarios resulting from these threats are of particular interest for the
project. Additionally, the methodological approach applied in these projects can serve as a starting point
for the development of the assessment methodology which shall underlie the envisaged manual.
However, both projects only deal with threats to road infrastructure and are mainly concerned with manmade intentional and natural hazards. With regards to relevant literature, the scope of WP1 was to
include national as well as international contemporary research, in particular in terms of methodology
development and theoretical approaches.

Work Package 1 Report

10

2. Methodology
2.1 Project Review
The methodological approach for the identification of relevant security projects was a preliminary
scanning of the security and risk management research landscape. After a small number of research
projects were identified as being of substantial importance for the project AllTraIn, they were thoroughly
analyzed and summarized in section 3 of the present report.
After deciding on the projects which should be investigated in detail, especially the methodological
approach of the former and its potential use for the methodology of the project AllTraIn was identified
and summarized.
Additionally, it has to be noted that national as well as European projects were taken into account during
the identification phase of the state-of-the-art research.

2.2 Literature Review
The methodological approach for the identification of relevant literature in the field of security research
for road infrastructures was similar as the one described above. While during the initial phase, a broad
scanning of the available literate was conducted, in a second step, the identified documents were
compiled into a matrix in order to obtain an overview on the content of the literature.
This matrix (depicted in section 4 of the report) shows which threats and which transport modes are
covered by the respective document. This information was used to identify missing expertise which
cannot be covered within the consortium. Hence, the subsequent subcontracting was based on this
information. Again, the focus was not only on national (i.e. German) literature, but account was taken of
international (i.e. European and in particular US) literature.
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3. Relevant Projects
The following section presents an extract of the identified relevant projects in Work Package 1.

3.1 Project Matrix

Work Package 1 Report

12

3.2 Relevant Projects
In the following section, a number of finished research projects are discussed. Focus was given to projects
which potentially may serve as a basis for the future Work Packages in the project AllTraIn.

SKRIBT – Protection of Critical Bridges and Tunnels in a Road Network
The aim of the project SKRIBT “Schutz kritischer Brücken und Tunnel im Zuge von Straßen“ (Protection of
critical bridges and tunnels in a road network) is to identify possible hazards for infrastructures, develop
effective security measures and to reduce the vulnerability of essential infrastructures. The project
SKRIBT was funded by the German Federal Ministry of Education and Research in the frame of the
program “Research for Civil Security. The project was finished in July 2011. The project SKRIBT consists of
5 main WP’s:
-

WP1: Threats
WP2: Measures
WP3: Criteria for Critical Bridges and Tunnels
WP4: Effectiveness of Measures
WP5: Recommendations for Implementation

of which a summary is presented in the following chapter. Figure 2 displays the Work Packages according
to their order during the course of the project.

The first work package (WP 1) describes possible threats and identifies resulting dangers for bridges and
tunnels, their users as well as operators and rescue services. The result of WP1 is a qualitative assessment

Work Package 1 Report

13

of the relevance of threats, depicted in scenario-tables and based on comparative observations and
available experiences on the extent of damage.
The identification and analysis of threats allows for the derivation of scenarios, which provide the basis
for constructional, operational and organizational protection of the structures and the users. To this day,
no consistent and substantial threat analyses for road infrastructure exist. SKRIBT develops a first holistic
approach for threat observation. The first work package determines different threats and assesses their
relevance for tunnels and bridges as well as their users. These threats include:
-

Terrorism or Criminal Acts (different threat scenarios)
Natural Hazards (flooding, storm, etc.)
Major Accidents due to human or technical failure (fire in a tunnel, accidents with hazardous
materials)

The analysis of threats for bridges and tunnels serves as a basis for the identification and investigation of
possible risks which could impair the availability and functionality of these structures and the entire
infrastructure systems accordingly. The holistic approach of the project considers all potential threats,
such as terrorist or criminal activities, extreme weather events or human as well as technical failure.
Although terrorist attacks are rare and unpredictable and thus cannot be determined by a probability
assessment, they pose a latent risk with incalculable and severe consequences. Hence, it is not expedient
to estimate the need for investigation according to the probability of occurrence. When analyzing these
kinds of scenarios, it is the degree of damage which should be in the forefront. The threats of human or
technical failure are related to collisions of vehicles with each other or the structure as well as fire due to
technical failures on vehicles or structure equipment and accidents of heavy-duty traffic especially with
hazardous goods. The frequency of collisions in tunnels is e.g. affected by the type (unidirectional traffic,
tunnel with bidirectional traffic) and the length of the tunnel, the traffic intensity and the presence of
entrances/departures. Additional variables can be the characteristics of the tunnel (slope, curviness) the
speed limit, the presence of lay-bys and the frequency of traffic jams. To date, no distinction is made
between accidents on the open road and accidents on bridges by the police. Hence, knowledge about
accidents on the former is rather marginal. However, impacts of heavy-duty traffic on bridge structures
need to be considered (e.g. fire on or under a bridge).
Work Package 2 analyzes existing and additional (new) measures which deal with the security of road
users and the structure towards possible threats. The resulting “Status Quo” describes the measures to
be implemented according to contemporary guidelines. Furthermore, the categorization of the different
existing and future structures is a necessary step for the effective development of additional measures.
Building on these insights, all measures are categorized according to the main clusters: structural,
operational and organizational measures. This categorization applies for existing as well as new
structures.
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The measures are compiled and summarized in a table attached to Work Package 2 according to:
-

The event (accident, natural disaster, terrorism)
An identification number
The type of structure (bridge, tunnel)
Categories (structural engineering, operation, organization)
Basic information (key terms, related event, prevention or mitigation, user or structure related,
contemporary or future)
Descriptive part (pictures)

Some of the additional protection measures are demonstrated in WP6.
The aim of WP 3 is to develop procedures and methods which allow for the determination of security
levels of structures, influenced by different threat scenarios, for the user as well as operational- and
rescue-services. These will serve as a basis for the latter identification of critical infrastructures.
The determination of the respective security levels was done by using a quantitative risk analysis, which
includes the extent of damage as well as the probability of occurrence of an event. Furthermore, the final
impacts and their related probability of occurrence were derived by means of event tree analyses which,
starting from an initial event, depict the branching of possible system answers towards intermediate
events. The relating branching-probabilities can be quantified either by fault-tree analyses or expert
estimations. For the determination of the probability of occurrence for the final impacts and their
corresponding extent of damages, scenario-specific impacts such as pressure, temperature and
concentration as well as their impact on humans, need to be determined by model-calculations and
simulations. Hence, e.g. by employing behavioral and perceptional escape- and evacuation simulation, a
spatial and temporarily high-resolution determination of the extent of damage is possible for individual
related assessments. The research has shown that the chosen conditions can have a major impact on the
expected extent of damage.
Work package 4 determines the effectiveness of the proposed measures by monetarizing the respective
measures in a cost-benefit analysis. This economic approach allows for a transparent assessment of the
immediate and future applicability as well as the resulting impact of the former. Hence, the analysis
serves as a basis for deciding if a certain measure should be implemented. As a result, some measures
can be recommended while others, in particular as a result of high investment costs as well as deficient
effectiveness, perform poorly.
In general, the identified procedures allow for a comprehensive assessment of the protective measures
with regards to Security of Human Life, Regional Economy, Environment, Reconstruction of the Structure,
e.g. Hence, due to the relative simplicity of the procedure, road administrations can conduct a
differentiated evaluation of single measures for a defined / specific structure.
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Work package 5 is intended to combine the results from work package 1, 2, 3 and 4 and formulate
recommendations for the implementation of measures for bridge and tunnel structures on roads. They
are separately presented according to their target group:
-

Owner / Operator
Rescue Service
User

In total, six operational, structural and organizational measures for bridges as well as eighteen
operational, structural and organizational measures for tunnels are exemplarily being illustrated. Most of
these measures serve as a protection for the user and, subordinately, for the structure. They are
applicable for the prevention of an event as well as the mitigation after an event has occurred.
Work package 6 relates the achieved results to practical demonstrations. While this serves as a testing of
the proposed methodology, additional insights are gained and implemented in the development of the
measures.
A demonstration on the measures of the operational and security technology was conducted in the
tunnel Aubing near Munich, another demonstration concerning operation and organization in the tunnel
control center in the Emmerauentunnel in Duisburg, a field study with regards to user behavior in the
Engelberttunnel in Gevelsberg and a structural demonstration on the applicability and implementation of
security measures on bridges and in tunnels during construction or retrofitting.
The aim of work package 7 is to prepare persons (user, operational- and rescue staff) for potentially
dangerous situations and hence allow for an appropriate behavior. These situations should preferably be
handled without physical or psychological damage. The specific goal of this work package is an in-depth
analysis of the behavior of the different target groups (user, operational- and security staff) during
different events / scenarios with regards to critical tunnels and bridges.
To start with, the work package tackles the theoretical perception- and emotion-psychological research
and addresses the psychological features of bridge and tunnel structures. Additionally, the user behavior
during different events, such as the fire catastrophe in the Mont-Blanc tunnel in 1999, is analyzed.
The second part of the work package presents the empirical and field studies in the course of the project.
These studies analyze the basic aspects of user behavior during an event on road bridges and tunnels.
Additionally, measures for the optimization of escape behavior in road tunnels are, in cooperation with
other work packages, empirically studied.
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SeRoN – Security of Road Networks
The focus of the EU-Project SeRoN – Security of Road Transport Networks” was on security issues relating
to the European road transport network. SeRoN undertakes a holistic approach both at individual
infrastructure object (bridge, tunnel) and at road network level (cf. Figure 3). Its main objectives are to
investigate the impacts of possible man-made attacks on the transport network, in particular the
resulting regional and supra-regional impacts on transport links and their economic impacts. The project
consists of 8 WP’s (Figure 3). The SeRoN research project was funded by the European Community’s
Seventh Framework Programme (FP7/2007-2013).

WP 400 Importance of the structures
for the traffic network

WP 500 Risk assessment
T 501 Impact assessment (without-case)

T 401 Network and traffic data

T 502 Security measures

T 402 Scenarios

T 503 Impact assessment (with-case)

T 403 Analysis, identification
and ranking

T 504 Cost-benefit analysis

WP 200 Risk classification

T 205 Risk classification
of infrastructures

T 201 Identification of
critical infrastructures

T 202 Definition of suitable
protection measures

WP 100 THREATS
T 204 Survey

T 703 Conclusions

204 Possible protection
measure

T 203 Data on existing infrastructures

WP 300 Knowledge database

T 603 Evaluation
T 602 Implementation of the
new method

T 702 Workshops / external experts
T 701 Recommendations from
project results

T 601 Choice of investigation area

WP 700 Recommendations

WP 600 Validation

WP 800 Project management

In WP100 a comprehensive analysis of threats for road transport infrastructures was undertaken. It
focused on man-made attacks as a basis for the definition of representative scenarios and an appraisal of
their relevance at object level (hazard analysis). The threat analysis consisted of a comprehensive
literature study followed by a categorisation of threats. An initial relevance assessment (InRA) method
was developed to assess the relevance of various combinations of threats and object types based on the
criteria of Feasibility of attack, Damage potential, Shock effect and Symbolic relevance and led to
Threat/object combinations of different relevance. Hereby, threats based on fires and explosions have
been identified to be the most relevant ones. The results of the threat analysis are the basis for the later,
more detailed risk analysis in WP500.
In WP200 a method to identify and categorize possibly critical infrastructure objects was developed. An
overview and descriptions of suitable protection measures for infrastructure objects (bridges and
tunnels) and their users were compiled. General data of different bridge and tunnel types used in the
European Member States as well as specific object data for chosen exemplary regions (so called “test
regions”) were gathered by means of surveys and interviews contacting infrastructure owners and road
Work Package 1 Report
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network operators in Europe. The gathered data was analysed and relevant European bridge and tunnel
types were identified and classified. The specific object data of the test regions will be used for the
detailed investigations with risk analysis in WP500. Based on the types and classes of infrastructures
defined, a risk assessment tool was developed which takes into account various assessment parameters
and roughly assesses the risks at object level.
In WP300 a knowledge database was established as a system to manage the input data of different
infrastructure objects (bridges and tunnels), to prepare and provide such data for further investigations at
network level done in subsequent work packages WP400, 500 and 600. Additionally, other project results,
the identified critical infrastructures, their risk classification, their importance for the road network and
the risk assessment were stored in the knowledge database. Together with the connected assessment
tools the database is a major element of the SeRoN methodology.
In WP400 individual infrastructure objects to be analysed along the test regions were defined. In order to
analyze them contacts to national bodies in different EU member states managing national traffic and
transport models were established, network and demand data on the chosen traffic corridors gathered
and integrated into VALIDATE, PTV’s traffic and transport model. The relevant infrastructure objects for
further investigation were selected. An assessment procedure to determine the relevance of
infrastructure objects in a transport network was developed. It was coordinated with the cost-benefitanalyses (WP500) for which possible methodological approaches were developed.
The development of a risk assessment methodology for the relevant infrastructures based on the defined
scenarios includes impact assessments and cost-benefit analyses, based on which effective security
measures can be determined.
The developed methodology is to be validated at suitable, different examples than used in WP500 in
order to show the applicability of the developed tools and methods.
The recommendations formulated in SeRoN include macro-economic, institutional and organizational as
well as technical items. They support public and private infrastructure owners and operators developing
short-term and long-term strategies to improve the security of transport structures and provide guidance
for investments into countermeasures and risk mitigation strategies. The resulting recommendations of
SeRoN also take into account knowledge and advice gained from external European experts during two
workshops and various discussions and interviews e.g. during important conferences.

SecMan – Security Risk Management Processes
The EU-project SecMan is funded by the EU programme CIPS (“Prevention, Preparedness and
Consequence Management of Terrorism and other Security-related risks“). It started in July 2011 with an
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indicative time-frame of 24 months. The project was coordinated by the German Federal Highway
Research Institute (BASt) together with project partners from Austria (ILF) and Slovenia (DARS, ELEA). 1
The main objective of the project was to develop a practical process for the identification of critical road
infrastructures based on generally accepted security aspects, the assessment of these infrastructures in a
structured and traceable way regarding security relevant risks and the determination of effective
protection measures for prevention and mitigation. These processes were summarized and combined
into a comprehensive best-practice manual which allows for a structured, trans-national and holistic
security-risk-management approach. The scope of the project was limited to man-made hazards, such as
explosions, fire and contamination.
The methodology for the assessment of the vulnerability of transport infrastructure, which was
developed during the course of the project SecMan, was divided into four steps: (1) Criticality and
Attractiveness Assessment, (2) Vulnerability Assessment, (3) CAV-Matrix and (4) Measures Assessment.
Image 1 depicts the flowchart of the methodolgy. Each step can either be used individually or in
combination with the others. Hence, the criticality assessment for example already presents an outcome
in itself, while the results may also be used in combination with the other steps to obtain a more
comprehensive result.
In SecMan, the terms vulnerability and criticality are used quite often to describe the developed
methodology. Vulnerability refers to the object itself, meaning that a specific transport infrastructure has
a certain vulnerability to a specific threat. Criticality refers to the transport network, meaning that it
indicates the criticality of a specific object to the functioning of the whole transport network.
Furthermore, a structure can be vulnerable to a specific threat but not critical to the network. On the
other hand, it may be critical for the functioning of the network but not vulnerable to a specific threat.

1

Further information on the project can be found under www.secman-project.eu
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The SecMan methodology follows a Two-Level-Approach, meaning that it enables the user to obtain a
qualitative indication on the vulnerability/criticality of his transport infrastructures, while possibilities for
a detailed, quantified analysis are given where needed. Hence, the vulnerability assessment for example
allows for an easy and quick assessment of the vulnerabilities of several infrastructures (Level 1), while a
detailed risk assessment for each infrastructure and different hazards is recommended as a further step
(Level 2).
In general, the user of this methodology needs only very rough data to obtain a first assessment of his
road infrastructure. As mentioned before, detailed investigations which require very object-specific
knowledge are not included in the SecMan approach. Hence, generally available data such as DTV and
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HGV, general structural information (length, height, system and construction material, etc.) are sufficient
to complete all the steps of the methodology.
For the sake of the usability of the methodology, road infrastructure (bridges and tunnels) were
categorized into different types of structures. The categories for bridges include:
-

System,
Span / Height,
Material and
Superstructure Cross-section.

Hence, 19 different types of bridges (named B01-B19) were identified. For tunnels, the categories
include:
-

Predominant Geotechnical Conditions,
Construction Method,
Hydro-geological Conditions,
Single / Dual-Shell and
Single / Multiple-Cell.

Hence, 20 different types of tunnels (named T01-T20) were identified. This categorization is further used
in Step 2 and 3 of the methodology.
Step 1 – Pre-Selection of Infrastructure
Step 1 of the SecMan methodology is divided into two sub-sections: (1a) Criticality Assessment and (1b)
Attractiveness Assessment. The criticality assessment acts on a network level, meaning that it does not
address single infrastructures but enables the user to identify the critical sections within his network
while the attractiveness assessment acts on an object level, determining the attractiveness of a structure
for a possible attack.
In the criticality assessment, the following parameters determine the criticality of a certain section of a
network:
-

-

Alternative routes: The transport route is more important if it has no or less suitable alternative
routes. These alternatives are suitable if the additional reroute time is not considerably higher
and it is able to carry the existing traffic in terms of traffic volume and traffic type.
Annual average daily traffic (AADT): The more traffic volume a specific route carries, the more
important it becomes for the traffic network.
Heavy goods vehicles (HGV): The higher the heavy goods vehicle share on a route, the more
important it becomes for the traffic network.
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-

Special transport: HGV-transport denoted as “special transport” requires certain permission for
object types and is sometimes not allowed to cross certain object types. For tunnels, only
dangerous goods transport is relevant; for bridges only the heavy load transportation.

Hence, if a section has no alternative routes, a very high AADT and HGV share and a large number of
special transports it becomes very critical to the functioning of the entire network. In turn, if a structure
(bridge or tunnel) on these sections would be attacked, the traffic flow could not be maintained. Hence,
structures on critical sections are as well critical to the network.
Similarly, the attractiveness assessment (Step 1b) comprises the following parameters which determine
the attractiveness of the structures within the given network for an attack.
-

Symbolic value: The object may not be on a very important transport route, but it is well known
in and outside of the country. An attack would probably result in high media attention worldwide.
High number of fatalities: The attractiveness increases, if an attack on the object, or one of its
systems, can result in a high number of fatalities inside, above or beneath the infrastructure.
Secondary effects: An object can be more attractive for an attack if secondary effects of the
attack influence for example other transport routes close to the infrastructure.

The combination of the Step 1a and Step 1b allows for a pre-selection of the most important structures
within a certain network. While Step 1a identifies the specific sections which are most critical for the
functioning of the entire network, Step 1b identifies the objects within these sections which are most
attractive for an attacker.
Step 2 – Vulnerability Assessment
In Step 2, with the previously obtained list on the criticality of certain sections and the attractiveness of
certain objects on these sections in mind, the user can assess the vulnerability of critical transport
structures. Hence, the vulnerability of objects on critical parts of a network is determined.
Before starting with the vulnerability assessment, a set of objects has to be defined, in most cases
constituting the pre-selected structures from Step 1. These objects are classified according to the
infrastructure categorization presented above. For each object type (bridges B01-B19 and tunnels T01T20) the vulnerability was qualitatively assessed by experts in the respective fields. For the sake of this
methodology, vulnerability of a transport infrastructure was defined as a combination of the damage
potential of a list of threats and the feasibility of an attack, i.e. how likely or practicable such an event is.
The feasibility is determined by five indicators:
-

Object-specific knowledge: Specific engineering knowledge about the respective objects, like for
example the weak spots of the tunnel or bridge in relation to a specific threat.
Knowledge of technology: Particular knowledge of the material or equipment to be used for the
attack, like for example chemical know-how to produce TNT or technical know-how to build a
remote release.
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-

-

Acquisition of material in sufficient quantity: Possibility to successfully acquire the material in
sufficient quantity to be dangerous for the specific structure to be attacked.
Access/transport of material to vulnerable components: First, the successful transport of the
dangerous material to the object without being detected. Second, to have access to vulnerable
components (weak spots) of the object – either in terms of the structure’s design or of already
implemented security measures.
Trigger event: Ability to trigger the event either remotely via technological equipment or the
intention to conduct a suicide attack.

For each type of structure and threat, the likelihood that these five steps can be assessed with a simple
binary approach, by setting each step either to 0 or 1 (see Image 4).

Since the focus of the SecMan project is on the availability of important traffic infrastructure in order to
maintain the functionality of important transport routes, the relevant criteria for the assessment of the
damage potential of an attack is the usability of a relevant transport infrastructure. Therefore, the
relevant parameter to measure the damage potential of an impact is the reconstruction time. The
reconstruction time is estimated on the basis of a reference scenario defined for each threat (specifically
for each type of structure) and the consequences caused by a successful attack on this structure. The
reference scenarios generally assume that the attack is launched by right means to the most sensitive
part (with respect of a particular threat) of a structure and is successful. In the context of this project the
“reconstruction time” is used as characteristic parameter for the representation of the damage potential
of an attack. However, this value cannot be taken as prediction of the real reconstruction time of a
specific structure, which may differ considerably in dependence of local and individual parameters. The
maximum value was set to 36 (months).
The output of step 2 is a numerical value for the representation of the object’s vulnerability – called
“vulnerability score”. In order to calculate the vulnerability (𝑉𝑛 ) of an individual object to one specific
threat type, the Damage Potential (𝐷𝑃𝑛 ) has to be multiplied with the total Feasibility of Attack (𝐹𝑂𝐴𝑛 ) of
this specific threat.
𝐹𝑂𝐴𝑛 ∗ 𝐷𝑃𝑛 = 𝑉𝑛

The overall vulnerability score is the sum of all single products over all threats.
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𝑛

� 𝑉𝑖
𝑖=1

As mentioned, there is a big variety in object types and worst case scenarios. Therefore, the SecMan user
has the possibility to adjust the default values given by the Security Manual and improve the assessment
by adapting the Damage Potential and the 5 components of the Feasibility of Attack to the specifics of the
individual structure.
Step 3 – CAV-Matrix
The CAV-Matrix (Criticality, Attractiveness, Vulnerability) combines the results of the previous steps into a
single matrix, allowing for a detailed overview of the most critical, most attractive and most vulnerable
objects within a given road network.
The objects within this matrix can be ranked according to each step and for each section in the network.
This means that the user can decide to visualize the most vulnerable objects in a specific section. On the
other hand, he can also identify which objects are most critical or attractive for his entire network.

In summary, this matrix allows the user to obtain information on his road network in various ways,
depending on his requirements or tasks. Additionally, it may also give an indication on which structure
the user should implement measures first. The measures selection process is further detailed in the next
section.
Step 4 – Measures Assessment
The discussed methodology enables the user to select appropriate security measures for his
infrastructures. In general the measures are grouped into two main categories; measures which affect the
network level (Step 1a) and measures which affect the object level (Step 2). The following table presents
the categorization of the measures within the scope of the methodology.
Measure group
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Network level measures are relevant for an entire section (network)
and no object measures are among this group. The measures
selection in the first place is not affected by variation in section
(network) characteristics.
General measures cover those measures, which are relevant for an
object’s attractiveness and vulnerability. These measures are general
because they can be applied for bridges, tunnels and accompanying
infrastructures.

Network level measures

General measures

Object level measures

Measures
for
bridges
Measures
for
tunnels

All bridges

Object level measures which are valid for all bridges.

Different
bridge
types

Object level measures which are relevant for specific bridge types.

All tunnels

Object level measures which are valid for all tunnels.

Different
tunnel
types

Object level measures which are relevant for specific tunnel types.

Measures
accompanying
infrastructures

Three additional object types are added: Operation and Control
for centres, Ventilation Stations for Smoke Extraction Systems, Other
electro-technical objects and elements. For these, special set (group)
of measures is defined since measures for tunnels have very different
effects.

All measures which were identified during the course of the project are categorized according to these
parameters. For the resulting extensive list of measures, a selection and reduction process was developed
to enable the user to choose the most effective or appropriate measures for his specific objects or
network.
In general, the measure selection process entails four steps:
-

Define the object/network,
Choosing the Measure selection parameters,
according to the CAV Matrix or,
according to users’ needs or interest.
Obtain the first set of measures
Reduce the set of measures according to Reduction matrix.

The first set of measures comprises all measures which were chosen either according to the CAV
parameters or according to the needs of the user. This matrix is further reduced by extracting all
measures which are not relevant for the selected structures or which do not have any effect on the
selected threats.
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During the course of the project, each identified measure was analysed according to its effect on the
previously discussed steps. This means that the measure either reduces the criticality or the
attractiveness of a structure, the damage potential of a threat or the feasibility of an attack. The result is
a list of suitable security measures for each specific case.

RIVA
The aim of the project RIVA (Risk Analysis of important goods- and transittraffic including ports) is the
development of tools for the identification, analysis and assessment of risks caused by climate change.
The projects adds onto the ERA-NET Road project RIMAROCC (Risk Management for Roads in a Changing
Climate), which provided the conceptional structure for an observation of these kinds of risks in relation
to road infrastructure. However, a suitable and applicable methodology, which perspectively can be the
basis for an end-user solution, still had to be developed. Hence, the particular challenge for the RIVA
project is the development of a methodology which has a network-wide applicability and allows for an
assessment based on standardized data.
In the RIVA project, the developed tools are exemplarily applied on to aprox. 1200km of the German
Federal Highway Network. For this purpose, test sections with lengths between 60 and 190km were
selected, based on the following criteria:
-

Regional Distribution (different climatic and geographic conditions)
Sections with low and high DTV
Connection to ports and neighbouring countries
Differing state of preservation and age of the section

In the context of the RIVA project, risk is defined as either positive or negative deviations of a future
expected event, aim or condition. These risks are dependent on the underlying causes and depend, due
to various causal correlations, on the effects. Hence, risk is interpreted as origin- and cause-related and as
a function of cause and effect. The risks resulting from climate change for road infrastructure is described
as a hirarchic indicator-model, which considers four feature-dimensions:
-

Climate Events (Can a climate event occur on the location of a risk-element?)
Vulnerability of the risk-elements (In how far is a risk-element potentially prone to physical
and/or functional damage as a result of climate events?)
Effect-Characteristic (How do climate events effect a risk-element?)
Criticality (What kind of importance do network sections have for the traffic and goods
transport?)

The following image exemplarily decpicts the cause-effect relationship as interpreted in the project RIVA.
These cause-effect chains are being developed for the relevant climate events.
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Example of a cause-effect chain for »high temperatures«; Project RIVA

The resulting damage assessment is currently under development. The methodogy however provides for
an assessment of network sections according to different climate events. Hence, a risk assessment for
each damage category and each network section will be possible in the future. The following image
exemplarily decipcts a possible visualization of the results of such an assessment based on the RIVA
methodology.
Ergebnisse je Streckenabschnitt und Zeitscheibe
Die Ergebnisse aus dem RIVA-Tool können Grundlage für eine
visuelle Darstellung sein.
Gefährdungspotential (Max) für Schadensbild y
in 2041-2070

AS Dresden-Flughafen
AS Dresden-Hellerau
AS Dresden-Wilder Mann
A4

AS Nossen-Nord
AD Dresden-West

A 14
A4

AS Nossen-Ost

A4

AS Wilsdruff

AD Nossen

AS DresdenNeustadt
AS DresdenAltsatdt

AS Dresden-Gorbitz
A 17

AS Siebenlehn

AS Dresden-Südvorstadt

Auswertungen erfolgen je Streckenabschnitt;
Ausgabe der Zielgrößen möglich
− je Schadensbildkategorie

Risikopotential (Max) für Schadensbild y
in 2041-2070

A4

AS Nossen-Nord
A 14

AD Dresden-West

A4

AS Nossen-Ost

− für mehrere Schadensbilder
− für alle Schadensbilder

AS Dresden-Flughafen
AS Dresden-Hellerau
AS Dresden-Wilder Mann

A4

AS Siebenlehn

AD Nossen

AS Wilsdruff

AS DresdenNeustadt
AS DresdenAltsatdt

AS Dresden-Gorbitz
A 17

AS Dresden-Südvorstadt

Example of a possible visualization of the results of the RIVA methodology; Project RIVA
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Additionally, an Excel softwaretool is being developed, which allows for the assessment of exemample
network sections, based on the RIVA approach. The results of this tool enable the user to prioritize
climate-based risks and compare them to other risks for road infrastructure. Further developments within
the project RIVA will be made available to the AllTraIn consortium during the course of the project.
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4. Relevant Literature
The following section presents an overview of the literature which was considered in the first Work
Package of the project AllTraIn. The most relevant documents are discussed in detail.

4.1 Literature Matrix
The following image depicts an extract of the identified relevant literature for the project AllTraIn. The
factsheets are attached at the end of this report.
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4.2 Relevant Literature
The following section presents a number of documents which potentially have relevance for the project
AllTraIn.

CAPTA Guide
This report provides transportation owners and operators with resource allocation guidelines for safety
and security investments. This consequence-based approach, called “Costing Asset Protection: An All
Hazards Guide for Transportation Agencies” or “CAPTA”, allows an executive to consider multiple modes
of transportation and assess those modes and assets that merit resource allocation above and beyond
what might be available through routine capital allocation processes.
Basically, CAPTA consists of two distinct parts: First, an electronic Microsoft Excel spreadsheet CAPTool
that contains the user interface and the data model. Second, a written document that contains a step-bystep CAPTool user guide to move the user through the electronic spreadsheet model.
In the following Table, it is shown which hazards/threats are considered in CAPTA. All hazards or threats
considered in depth are the result of an actual or postulated event and capable of disrupting an asset or
mode of transportation for an extended period lasting greater than 25 hours. The CAPTA methodology
does not address nuclear, cyber or airborne threats.
Intent

Threats/hazards

Intentional

Small explosives (fewer than 113,4 kg TNT or equivalent)
Large explosives (greater than 226,8 kg TNT or equivalent)
Chemical/biological/radiological agents
Criminal acts

Unintentional

Fire
Power loss
Equipment breakdown
Structural failure
Hazardous material (HAZMAT)

Natural
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While CAPTA does require the user to determine which assets and which threats and hazards are of
greatest concern, the primary judgment required from the CAPTA user is the point (or “threshold”) at
which adverse consequences would merit allocation of additional resources to avoid or mitigate the
effects of the consequential event. This focuses attention on significant, relevant assets, eliminating from
further consideration those assets or asset classes whose loss of use would not exceed consequence
thresholds, regardless of the hazard or threat. The user may then focus on high-consequence assets that
may experience multiple hazards or threats. CAPTA was demonstrated successfully in Virginia, Maryland,
Kansas, and the Massachusetts Bay Transportation Authority (MBTA) in Boston.
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5. Summary
In Work Package 1, a number of literature and projects, relevant to the approach of the project AllTraIn,
were investigated. In summary, there are a number of relevant projects which deal with specific hazard
scenarios (man-made intentional, climate events) but not a holistic all-hazard approach. In the literature
review, it became apparent that the CAPTA guide from the U.S. provides a similar methodology for the
assessment of transport infrastructure regarding all kinds of hazards. However, the methodology is only
applicable to transport infrastructure in the United States.
Hence, input from the various specific research projects should be taken into account in the future
developments of the project AllTraIn. Furthermore, the CAPTA guide may serve as a practicable example
of how such an envisaged methodology could potentially look like.
The factsheets of the projects and literature are made available to the consortium.
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